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BBO/IHAA YACTD

1. EJIX OCBOEHMU S TUCIHUIIJINHBI
Hensmu ocBoeHust TuctMILIMHBI « MTHGOpMannoHHas 6e301MacHOCTh ABISAIOTCS (OpMUpOBaHUE
y 00y4Yaronuxcsi TCOPETUICCKUX 3HAHUM B 00JaCTH 3alIUThl HH(POpMAUU, TPHOOPETEHUE TTPAKTHYE-
CKUX HaBBIKOB oOecriedeHus: HH(pOpMarmoHHONW 0e30IacHOCTH, MPUMEHEHHE Ha MPaKTHKE IMOTy4YeH-
HBIX 3HAHWHA ¥ YMEHHUI B COOTBETCTBUU C MEXKIyHAPOIHBIMH TPEOOBAHMSIMH K N30paHHOMY BUIY Jesi-
TEIbHOCTH.

2. IEPEYEHDb IIJIAHUPYEMBbBIX PE3YJIBTATOB OBYYEHUA 110 AUCIHU-
IIVIMHE

[Tnanupyemble pe3ynbTaThl OOy4YeHHUS MO JAUCHHUILIAHE, COOTHECEHHbIE C YCTAaHOBJICHHBIMH B
00pa30oBaTeIbHON IPOrpaMMe UHIMKATOPAMU AOCTHKEHHS KOMIIETEHIMH, IpecTaBIeHbl B Tabaume 1.

3. MECTO JUCHHUIIVIMHBI B CTPYKTYPE OIl
3.1. Mucuumuna «MHpopMaronHast 0€30MacHOCTE» OTHOCUTCS K JUCIUILIMHAM 10 BBIOOPY
y4eOHOTr0 MmIaHa o0pa3oBaTeIbHON IPOTPAMMBI.

Taomuma 1
IInanupyeMble pe3yJbTaThl 00yUeHHS MO TUCIHUILINHE, COOTHECEHHbIE C YCTAHOBJEHHBIMH B 00-

pa3oBaTeIbHON NPOrpaMMe HHIAHUKATOPAMH 10CTHKECHHS

Koa m HaumeHoBaHune

Koa u HaumMeHoOBaHHue

Iliianupyemble pe3yJabTaThl 00yUYeHHUS MO AUCIU-

KOMIIETEHLIMH BbI- HHIMKATOPOB 10CTHKE- IUINHE
NYCKHHUKA HHS1 KOMIICTeHIHI
1 2 3

[1K-4. Cnioco6eH aHa-
JTU3UPOBATH U 00b-
€IMHATH TOTEHITHAIb-
HBbIC BO3MOKHOCTHU
YIPaBJICHUS PUCKAMH
C TOYKH 3pEHUS COIH-
AIBHOTO0, SKOHOMHUYe-
CKOT0, HOPMAaTHUBHO-
3aKOHOJIaTEIEHOTO,
9KOJIOTHIECKOTO U
TEXHOJIOTUYECKOTO
KOHTEKCTa ISl CO3/1a-
HUSI 1OJATOCPOYHOM
CTOMMOCTH

[1IK-4.1. IIpumensier
MEXTyHapOIHbIC U
HaI[MOHAIBHEIE CTaHAap-
TBI 00ECIIEYEeHHS COIH-
aJTbHOU OTBETCTBEHHOCTH
U peryJINpOBaHUS BOTIPO-
COB YCTOWYMBOTO pa3Bu-
THS.

3HaTh: OCHOBHBIC IMOHATHUS H OmnpeaAcCICHUA, UC-
MOJIb3yeMbIe TPH W3yYeHHH WHPOPMAIMOHHOM
0€301MMacCHOCTH.

VYMerh: aHATM3UPOBATH CIIOCOOBI HAPYIICHUSI WH-
(dhopManmoHHON 06€30MaCHOCTH.

Biagers: HaBBIKAMU Pa3paOOTKU KOHIICIUH WH-
(dhopManMoOHHOH 06€30MaCHOCTH MIPEIPHUSITHSL.

IIK-4.2. Onpenenser
HanboJree BaKHbIE IS
(yHKIIMOHUPOBAHUS Op-
rau3anuu (COuaIbHO-
HSKOHOMHUYECKOH CHCTe-
MBI) HaIllpaBJICHUS, TeX-
HUYECKHE U COIUATBHO-
HKOHOMHUYECKHE TPOoIIec-
938

3HaTh: KIacCU(PHUKALUIO YyTPo3 MH(POPMAIMOHHOM
0€30MacHOCTH.

VMerb: ONpENeNsiTh BHUABI BO3MOXHBIX Hapyllle-
HUI B ”H)OPMAIIMOHHOHN CHCTEME.

Biajgers: HaBBIKAMU Pa3paOOTKH MPOTpaMMBbl HH-
(bopMaroHHO 0€301TaCHOCTH MPEATIPHSITHS.

IIK-4.3. Aranu3upyer u
HAay4YHO 00OCHOBBIBAET
0OIIyI0 CTPaTETHIo Opra-
HM3aIL|MH1, COLMAILHO-
3KOHOMMYCCKON CUCTE-
MBI, CTPATETHUH TIO OT-
JIeJIbHBIM BUAAM H
HaIPaBJICHUSM JICSITEIb-
HOCTH, IPOEKTaM, MPo-

3HaTh: OCHOBHBIC 1I€JIM, 33Jla4d M MPUHLIHUIBI 3a-
IUTBl  KOH(QUIEHIIMATLHON KOMITBIOTEPHON HWH-
dbopmanuu.

YMeTh: TIPaBUIILHO OIICHWBATH CTENEHb BAXKHOCTH
uHpOpMAaINH, TTOAJISKAIIEH 3aIInTe.

Baaxers: HaBBIKAMU DPa3pabOTKH TOJUTHKA HWH-
(dbopManMoOHHON 06€30MaCHOCTH MIPEAPHUSITHSL.




LeccaM.

[TK-9. Cnoco6eH pa3s-
pabaTsIBaTh, HopMy-
JPOBATH TEXHUYE-
CKHE 3aJJaHus 1
YIPaBJISATH MPOCKTAMH
TEXHUKO-
WHPOPMATUOHHOTO
obecreueHus CUCTEMBI
yIpaBJICHHs PUCKaMU

IIK-9.1. JemoHCTpUpYET
3HaHHUE CYLIHOCTHU U
MIPUHLIMIIOB YIPaBICHUS
MIPOEKTaMH.

3HaTh: KJIACCU(PHUKAIMIO KOMITBIOTEPHBIX BUPYCOB
Y TpaBWJIa 3aIIUTHI OT HUX.

YMeTh: TIPaBUILHO BBIOUPATh HEOOXOAUMBIA YPO-
BEHb 3aIIUTHl MHPOPMALUU OT HECAaHKLMOHUPO-
BaHHOTO JIOCTYTIA.

Biagers: ClIOCOOHOCTBIO MPUMEHATH Ha MPAKTHUKE
MEXyHapOJHbIE M POCCHICKHE MPOohecCHOoHaITb-
HbIE CTaHAAPTHl HHPOPMALIMOHHOW OE€30ITaCHOCTH.

I11K-9.2. CraBur uenu u
hopMmymupyeT 3amaum,
CBSI3aHHBIE C pealn3aly-
eil mpodeccnoHaNbHBIX
(hyHKIHI pabOTHHUKOB.

3HaTh: TPHUHIHUIB Pa3paOd0TKH BBIYHCIUTECIIHEHO
CTOMKHX MUGPOB IS MPAKTUUYECKUX KPHUIITOCH-
CTEM 3aKPBITHS KOMMEPUYECKON HH(pOpMAIIHH.
VYmerh: BHIOUpATh COOTBETCTBYIOIIHUE CPEACTBA
3QIUTHI.

Baajgers: HaBBIKAMU OOOOIICHUS, HMHTEPIPETAIIUN
MOJIYYCHHBIX PEe3yJIbTaTOB 10 3aJaHHBIM HJIU
OTIPEICTICHHBIM KPUTEPHUSIM.

[1K-9.3. Pa3pabatsiBaeT
TpeOOBaHMUS K TIPO-
rpaMMHOMY obOecriede-
HUIO T10 YIIPaBICHUIO
pHCKaMH, OKa3bIBAEeT I10-
MOIIIb B BEIOOpE aBTOMa-
TU3UPOBAHHON CHCTEMEI
yIIpaBJICHHS PUCKAMHU.

3HaTh: XAPAKTEPUCTHKH U aJITOPUTMBI PAaOOTHI
BaYKHEHMIINX COBPEMEHHBIX anmnapaTHO-
IIPOTPaMMHBIX CPEJICTB 3allUThl KOMITBIOTEPHOM
uHpopManuu B cdepe obecnieueHuss HHPOPMALIHU-
OHHOM 06€30ITaCHOCTH.

VYmerh: 3 (HEKTUBHO HCIIONB30BaTh HA TPAKTHKE
COBpPEMEHHBIE METOJIbl M CpeACTBa Kpunrorpagu-
YeCKOM 3amuThl KOH(UIEHIMAIbHON uH(pOpMa-
UM

Baagers: aBTOMaTH3MPOBAaHHBIMU CUCTEMAaMH YIPaB-
JICHUSA pUCKaMU.

IIK-9.4. OcymectBiser
MMOCTAaHOBKY 3a1a4 U KOH-
TPOJIb BHEJPCHISI HH-
(hopMaIMOHHOM CUCTEMBI
yIpaBJIeHHUS PUCKAMH.

3HaTh: 3aKOHOJATENbHYI0O U HOPMATUBHYIO 0a3y
MH(POPMAIIMOHHON 0€30IacHOCTH; TEPCIIEKTUBBI
pPa3BUTHSL TEXHOJOTUH obOecrieueHus] HHPOpMaIH-
OHHOI 6€30MTaCHOCTH.

Ymerb: OQOPMISATH, NPEICTABIATh, OMNUCHIBATH,
XapaKTepu30BaTh JaHHBIC, CBelIEHUs, (aKThl, pe-
3yJbTaThl paOOTHI.

Baaners: METOZaMH BHenpeHUs HHGOPMALUOHHON
CHUCTCMBI YIIPABJICHUS PUCKAMU.



http://pandia.ru/text/category/virus/

OCHOBHASA YACTb _
1. OBBEM JUCHUIIJIMHBI 1 BU/Ibl YHEBHOU PABOTbI

Pacnpenesnenue TpyaroeMKocTH y4eOHOM JMCHHMIIMHBI 10 BHIaM padoT
10 ceMecTpaM JJIsl 04HO-3204HOH (opMBbI 00ydeHHA

TpynoeMKocTh
Bun yuebHoi paboThI 5o 1o
S o qac. ceMecTpam
B 9 A
OO6mmas Tpy10eMKOCTh AUCITUIUIMHEI TI0 YIeOHOMY TIIaHy 3 108 108
KonTakTHas pabora, B TOM 4uncie: 20 20
AyIuTOpHBbIE 3aHATUS 20 20
Jlexuuu (JT) 8 8
IIpaxtrueckue 3amsaTus (113) 12 12
CamocrositeanHas pa6ora (CPC) 88 88
B TOM YHCIIE:
KypcoBas paboTta (IIpOeKT)
B TOM YHCIIE:
KOHTaKTHast paboTa (MHIUBUIYaJbHbIC KOHCYJIBTALUH H 3a-
IIUTa KypCOBOM PabOTHI)
KOHTPOIIbHBIE Pa0OTHI (10 y4eOHOMY IIJIaHy)
OK3amMeH
B TOM YHCIIE:
KOHTaKTHas padoTa (KOHCYJBTAIlUN TIepeT SK3aMEHOM)
JuddepenupoBaHHbIii 3a4eT 4 4

2. COAEP)KXAHME PA3JIEJIOB INCHUIIJIMHBI
Temarudeckuil iaH, CTPYKTYPUPOBAHHBIN 10 BUIaM y4eOHBIX 3aHATUH C yKa3aHHEM UX 00be-
MOB B COOTBETCTBHH C YUEOHBIM IUIAHOM

Ne | HaumeHnoBanue Tembl yueOHOM nedarenb- | Buasl yueOHol gestensHocTH, | Dopma Tekylie-

HOCTH, BKJIFOUasi CAMOCTOSITEIBHYIO pa- BKJIFOYAsi CAMOCTOSTEIIbHYIO r0 KOHTPOJIS
60Ty oOyJaromuxcs (B 4yac.) paboTy 00yJaroImuxcs B 4acax | yCHEBaeMOCTHU
JI I13 CP BCET0

1 | ITocraHOBKa 3a7a4K OOCCIICUCHUS 0,5 1 9 10,5 TECTHI
nH(pOpMaITMOHHOM 0€30MTaCHOCTH

2 | OCHOBHBIE TIOHSTHUS U OTIPEICICHUS B 0,5 1 9 10,5 TECTHI
JIAHHOU 00J1acTH

3 | CranmapTsel HHGOPMAIIMOHHOMN 0,5 1 9 10,5 TECTBI
0€30MacHOCTH

4 | O030p OCHOBHBIX TEXHOJIOTHI 3alTUTHI 0,5 1 9 10,5 TECThI
MH(GOPMAIIMOHHBIX CUCTEM

5 | 3ammTa oT BUpPYyCOB 1 1 8 10 TECThI

6 | MexceTeBble SKpaHbl 1 1 8 10 TECTBI

7 | BupryanbHble YaCTHBIE CETH 1 1 8 10 TECTBI

8 | OcHOBHBIE METOIBI KPUITOTpauueCKOi 1 1 8 10 TECTHI

3alllUTHI




9 | AropuT™MbI TOCTPOEHHUSI COBPEMEHHBIX 1 2 10 13 TECTBI
U (poB ¢ CHUMMETPUYHBIMH U
ACUMMETPUYHBIMHU KITIOUaMHU

10 | BO3MOXHOCTH IPUMEHEHHUST METOJIOB 1 2 10 13 TECTBI
Kkpuntorpaduu 17 odbecrnedeHus
0€30IaCHOCTH EKTPOHHBIX TUIATESKEH

JAudpepeHpoBaHHbIN 3a4eT 4

HUTOI'o 8 12 88 108

3. COAEP KAHUE JUCHHUIIJINHBI

3.1.Conepxanue JeKIHOHHBIX, MPAKTHYEeCKUX 3aHATHI. Coaep:kaHue CaMOCTOSTEeIbHON

paboThlI.

Tema 1 IlocTanoBKa 3aaa4u oOecnieueHUust ”HGOPMALIMOHHON 0€30IACHOCTH

Jleknust. OCHOBHBIE OJIOKEHUSI TEOPUN MH(DOPMAIIMOHHON 0€30MacHOCTH MH(POPMALMOHHBIX
cucreM. Llemn u 3anaun nHpop™MarmonHon 6e3omacHocTH. [loHsATHE Yrpo36l. BUIbl MPOTHUBHUKOB WIIN
«HAPYILIUTENEH».

IIpakTnyeckoe 3ansiTue. MeTobI M CPECTBA 3AUIUTH HH(POPMAIIHH.

CamocrositesibHasg padora. Teopernueckas MOArOTOBKA: M3yYEHUE MarepHalla JIEKIMOHHBIX
3aHATHIA.

Temsb! acce: KomnbroTepHasi IpecTynmHOCTb B 3apy0eKHOM 3aKoHozaTenbcTBe. KoMmbroTepHas
IIPECTYIHOCTh B POCCUICKOM 3akoHojaTenbcTBe. [lepconanbuble nanHble U MHTepHer. 3amuTa 0a3
JAaHHBIX.

Tema 2 OcHOBHBIE IOHATHSA W ONIPeAeJIeHUsI B JaHHOM 001acTH

Jlekuus. PazpaboTka koHnenuuu nHGoOpMamoHHoN OezonacHocTH. MecTo nHGOpMalmOHHON
0€30MaCHOCTH YKOHOMHYECKHX CHCTEM B HAI[MOHAIBHOW Oe3omacHocTH cTpaHbl. MHpopmanmonHas
0€30IacHOCTb B YCIOBUAX (PyHKLIMOHUPOBaHMs B Poccuu riao0anbHbIX CUCTEM.

IIpakTnyeckoe 3ansiTue. MeToanKa OIIEHKH YPOBHS WHPOPMAIIMOHHOHN 0€3011acHOCTH.

CamocrositesibHasg padora. Teopernueckas MOArOTOBKA: M3yYEHUE MaTepHalla JIEKIMOHHBIX
3aHATHI.

Temsl scce: MexayHapoaHbIe CTaHAAPTHI HHPOPMALMOHHOM 6e3onmacHocTh. Poccuiickue cTaH-
naptel uHGOpMarmoHHOW Oe3omacHocTH. [lonmuTrka MHOOPMAIMOHHONW OE30IMMACHOCTH OpraHU3aIllH.
Obecnedyenue 6€30MaCHOCTH ONEPALIIOHHBIX CUCTEM.

Tema 3 CrangapTbl HHGPOPMALHOHHOI 0€301TACHOCTH

Jlekuusi. OCHOBHbIE HOPMATUBHBIE PYKOBOJSAIIME JOKYMEHTBI, KaCalOLIUECs TOCY1apCTBEHHON
TallHbl, HOPMAaTHUBHO-CIIPAaBOYHbIE JOKyMeHThl. Ha3zHaueHume u 3amaun B cdepe obecrieueHus
UHQOPMALIMOHHOM  0€30MacHOCTM Ha  ypOBHE rocyjaapctBa. MexXIyHapoAHble  CTaHIapThl
MH(POPMALIMOHHOTO OOMEHa.

IIpakTnyeckoe 3anaTHe. yHKIMOHAIBHBIE BO3MOKHOCTH porpammsl GNUPT.

CamocrosiTesibHasg padora. Teopernueckas MOArOTOBKA: M3yUEHUE MarepHala JIEKIHOHHBIX
3aHATHUM.

Tewmsl acce: be3omacHOCTh GYyHKITMOHUPOBAaHUS MeKTyHapoaHoi cructeMbl SWIFT. MomenHu-
yecTBO B ceTu MHTepHer. [IpoMbienHslii mmnuoHax B cet MHTepHeT. KoHKypeHTHas pa3Belnka B
cetn Uuteprer. [lonmTrka mHPOPMAITMOHHON 0e30mMacHOCTH opraHm3anuu. [IpodiieMbl coOMroaCHHUS
aBTOPCKUX MpaB B cetu MHTepHeT. Obecneuenne npaBoBOi OXpaHbl KOMIIBIOTEPHBIX MPOrpaMM

Tema 4 O030p 0OCHOBHBIX TEXHOJIOTHI1 3aIIUTHI HH(POPMALMOHHBIX CHCTEM


http://eos.ibi.spb.ru/mod/assignment/view.php?id=68038

Jleknusi. Tpu BrUga BO3MOXKHBIX HApyIICHUH MH(POPMAIIMOHHON CHCTEMBI. AHAIN3 CIOCOOOB
HapyleHni nHdopMaoHHON Oe3omnacHocTH. TakcoHOMUS HapyleHUH WH(GOpPMAIMOHHON Oe3omac-
HOCTH BBIYHCIIUTENBHOM CUCTEMBI U IPUYMHBI, 00y CIaBINBAIOLINE UX CYLIECTBOBaHHE.

IIpakTyeckoe 3ansaTe. OCHOBHBIE XapakTepucTuku MCD.

CamocrositesibHasg padora. Teopernyeckas MOArOTOBKA: M3yYEHUE MaTepHalia JIEKIUOHHBIX
3aHATUN.

Tembl 3cce: ANITOpUTM OpraHU3AIMK CEKPETHOM CBS3M Oe3 onmyOsMKoBaHus Kitouel. teparu-
oHHble Oinounsle mudprl. Kpunrocxema detictens. Ceprudukanust OTKpbITHIX Kitoueil. CepTuduka-
LMOHHBIN LEHTP.

Tema S 3amura oT BUPYCOB

Jlexkmusi. Tunsl KOMIBIOTEPHBIX BUPYCOB. UTO Takoe KOMIBIOTEPHBIN BUpyc. Kinaccudukarus
BupycoB. bopn0a ¢ kommbpioTepHbIMUH BHpycamMu. COBpeMEHHbIE aHTUBHUPYCHBIE IPOrPaMMBbI;
IpebsABIseMble K HUM TPEOOBaHUS.

IIpakTnyeckoe 3ansaTue. CpaBHeHue poccuiickux VPN.

CamocrositesibHasg padora. Teopernyeckas MOArOTOBKA: M3yYEHUE MaTepHalia JEKIUOHHBIX
3aHATUN.

Temsl 3cce: [IpuMeneHue pacmmpeHHoro anroput™Ma EBkiuaa mjig pacyera CEKpETHOro Kilrova
B aniroputMe RSA. CriocoOsl opranu3aiyy CeKpeTHO! CBSI3U.

Tema 6 MeskceTeBbIe IKPAHbI

Jleknus. MexceTeBble SKpaHbl: OCHOBHBIE TOHATHS, KilacCU(UKAIMs, NpOrpaMMHas H
anrnapaTHas peanu3anus.

IIpakTnyeckoe 3anaTue. D11 Ha ocHOBe anropur™a Db-I"amans.

CamocrositesibHasg padora. Teopernyeckas MOArOTOBKA: M3yYEHUE MaTepHalia JEKIUOHHBIX
3aHATUN.

Tembl acce: bezonmacHoCTs 00aYHBIX BEIYHCIICHUA. briomMeTpruueckas ayTeHTU(UKaIUS MOIb30BaTeNs

IIpaBoBO€ peryiaMpoBaHuE 3JIEKTPOHHOIO JOKyMeHTooOopota. IlepcoHanbHble naHHble U MH-
TepHeT. 3aumTa 0a3 JaHHbIX. 3aluTa THPOPMALIUU B COLUAIBHBIX CETAX

Tema 7 BupryaJjibHbIe YaCTHbIE CETH

Jlexuusi. BupTyanbHble 4acTHBIE CETU: HA3HAUEHHUE, CIIOCOObI peaan3aluy.

IIpakTnueckoe 3ansaTue. Anropurmsl Juddu-Xemnmana u Xuna.

CamocrosiTesibHasg padora. Teopernueckas MOArOTOBKA: M3yUYEHUE MarepHala JIEKIHOHHBIX
3aHATHUM.

Temsr acce: Pexumbl mmdposanus 6mounbix mmdpos. Pexxum CDC u ero cBoiictB. Pexxum
mmpposanus OFB u ero cBoiicTaa.

Tema 8 OcHOBHBIC MeTOABI KPUNITOIPaQUIECKOH 3ALIUTHI

Jlexknus. Kpunronorus: kpuntorpadgusi 1 KpUITOAHAIN3; OCHOBHBIE HCIIOJIb3yEeMbIE MOHATUS U
omnpenenenus. OcHOBHI KpunTorpadun. Buas atak Ha mudp.

IIpakTnueckoe 3ansiTne. Kpunroanaan3 CHMMETPUYHBIX M ACHMMETPUYHBIX MU(PPOB.

CamocrosiTesibHasg padora. Teopernueckas MOArOTOBKA: M3yUEHUE MarepHaa JIEKIHOHHBIX
3aHATHUM.

Temsr a3cce: Ilaker mporpamm «Kpunrton-mmdpoBanue». ApXuUBHOE HMIM(PPOBAHUE U €rO
peann3anus. KpunToiaorus: OCHOBHBIE ITOHSTHSL.

Tema 9 AnropuT™Mbl INOCTPOCHHSI COBPEMEHHBIX HMHU(PPOB ¢ CHMMETPHYHBIMH H
aCMMMeTPHYHBIMH KJIYaMHU

Jleknus. IlpuHIuMmel moctpoeHus: ainroputMa mudposanus. Vcnonp3oBaHue mupyromen
CeTH s mocTpoeHus anroputma. O6mas crpykrypa anropurMa mudposanus no 'OCT 28147-89.
CyIHOCTh 3J€KTPOHHON IM(POBOI MOAMHUCH.

IIpakTHyeckoe 3aHsiTHE. AJTTOPUTMBI IIU(PPOBAHMUS.


http://eos.ibi.spb.ru/mod/resource/view.php?id=71548
http://eos.ibi.spb.ru/mod/resource/view.php?id=71758

CamocrosiTesbHas padora. TeopeTnueckas MOArOTOBKA: M3yYeHUE MaTepHalia JIEKIHOHHBIX
3aHATHIM.

Tewmbl acce: CeTeBoe mmdpoBaHUE U €T0 peanu3anusi. Buasr arak Ha mmdp.

Tema 10 Bo3moxXHOCTM mNpPpUMeHeHHsI MeTONOB Kpunrorpadum st odecrevyeHus:
0e30MaCHOCTH 1eKTPOHHBIX IUIaTeKel

Jleknus. IIporokonsl Ge30macHbIX 3MeKTpoHHBIX miaTtexeil. [Iporokon SSL (Secure Socket
Layer). [Ipotokon 6e3omacHbIX TpaH3akuuii B ceTu MaTepHET — poTokon SET.

IIpakTnyeckoe 3ansiTue. Kpunroananus xa1-QyHKINH.

CamocrosiTesbHas padora. TeopeTuueckas MOArOTOBKAa: M3yYeHUE MaTepualia JIEKIHOHHBIX
3aHATHM.

Tembl acce: Xam-QyHKIMS: Ha3HAYeHUE, TpeOoBaHMs, CBOMCTBA. MeToapl KpunTorpaduu st
obecrieyeHns: 6€30MaCHOCTH AEKTPOHHBIX TIATEKEH.

4. METOOAUYECKHUE YKA3AHMUS U151 OBYUYAROIIIUXCSA 11O OCBOEHHUIO
JUCIHHUIIINHBI

AynuropHas padora

OCHOBHBIMHU BHJIaMU ayJAUTOPHON PabOTHI 0OYYAIOIIUXCS SBISIOTCS JIEKIIUUA U MPAKTUICCKUE
3aHATHA.

B xone nexknmii mpenogaBaTens U3NaracT U pa3bsICHIET OCHOBHBIC, HAMOOJIEE CIOXKHBIC TIOHS-
THS TEMBI, a TAK)KE CBSI3aHHBIC C HEW TEOPETUUYECKHE U MPAKTUUECKHE MTPOOJIEMBbI, TaéT peKOMEHIAIINHI
Ha MPAKTUYECKOE 3aHATHE U YKA3aHUS HA CAMOCTOSITEILHYIO padoTy.

IIpakTHYeckHne 3aHATHS 3aBEPIIAIOT W3YUEHUE TeM yueOHOM nuctumuiuHbl. OHU CITyXKaT s
3aKpeIUICHUs] U3YYEeHHOTO MaTepuaa, pa3BUTHs YMEHHH U HaBBIKOB TMOJTOTOBKH COOOIICHHIA 1O TIPO-
OyiemMaTHKe, TPHOOPETEHUS OMbBITA YCTHBIX MyOJUYHBIX BBICTYIUICHUM, BEICHUS TUCKYCCHH, apryMEH-
TaI[UU U 3aIUThl BBIIBUTAEMBIX TIOJOKEHUH, a TaKXkKe JJIsi KOHTPOJIS MpernoaBaTesieM CTENeHU MOIro-
TOBJICHHOCTH OOYYarOIIMXCS TI0 U3y9aeMOM JUCIUTUIHHE.

[IpakTudeckoe 3aHATHE TpeanoaaraeT cBOOOIHBIM 0OOMEH MHEHUSMU 10 W30paHHON TeMaTHKe.
OH HauMHAETCs CO BCTYMHUTEIIBHOTO CJIOBA MpernoAaBaTes, (OpMYJIUPYIOMIETO 1EIb 3aHATHS U Xapak-
TEPU3YIOIIETO €r0 OCHOBHYIO MPOOIeMaTUKy. 3aTeM, KaK MPaBUJIO, 3aCIyLINBAIOTCS COOOIIEHUS 00Yy-
qaroruxcs. OOcykJIeHrne COOOIMEHUSI COBMEIIACTCSI ¢ PACCMOTPEHHEM HaMEYeHHBIX BompocoB. Co-
oO1IeH s, TIpeAnoararonye aHaan3 MyOIUKaIii Mo OTAENBHBIM BOIIPOCAM MPAKTHYECKOTO 3aHATHS,
3aCIyIINBAIOTCS OOBIYHO B cepearHe 3aHsATUs. [loompsercs BBIIBIKEHUE W OOCYXJICHHUE allbTEpHA-
THUBHBIX MHCHHIH.

KauecTBo yueOHON pabOTHI 00YYAIONIMXCS MPENOIaBaTENIh OIICHUBACT B KOHIIC TPAKTHYECKOTO
3aHSITHS, BBICTABIIAS B pab0OUHil )KypHAT TEKYIIHE OIICHKH.

KouncyabTaumu npoBoAsSTCs 151 BCEX 00YUYaIOIMMUXCS MO MPEIBAPUTEIHHOM JOTOBOPEHHOCTH C
nmpenoAaBaTeNieM U B paMmkax rpaduka mpoBeaeHuss koHcynbTauuid. C rpadukoM MmpoBeneHUs KOH-
CYJIbTAIUH MPeTno/IaBaTe sl MOXKHO 03HAKOMHTHCS Ha Kadepe.

CamocrosiTesibHasA padora

CamocrosiTennpHasl paboTa — U3ydYeHHE MaTepualia JIEKIIMOHHBIX 3aHIATHH U PEKOMEHOBAaHHOMN
JUTEpaTyphl, BHIMOJIHEHNE 3aJaHUI TIPeroaaBarens, a Takke mpopaboTKa OTAETBHBIX TEM M aCIEKTOB
JTUCIUTIIMHBI B BUJE TOKJIAIOB U COOOIICHHH, MTOArOTOBKA K TPOMEKYTOUHON aTTECTAIUH.

IIpomMe:xxyTouHasi aTTecTANUSA

N3yueHne DUCHUIIMHBI 3aKaHYMBACTCS MPOMEXKYTOYHOM aTTecTaluel, KoTopasi MpOBOAUTCS
1o BceMy ee cofepxanuio. @opma IpoMeXyTOUHOW aTTecTalluy, MpeyCMOTPEeHHAs: YUeOHBIM TJIAHOM
— nudhepeHITUpOBaHHBIHN 3a4eT.

K mpomexyTouHoil aTTecTanuu A0MyCKAIOTCs 00yYaronuecs, KOTOpble CHCTEMaTU4YEeCKH, B Te-
YEHHE BCEro cemMecTpa paboTaiu Ha 3aHATHUSIX M MOKa3aJld yBEPEHHBIC 3HAHMS IO BOMPOCAM, BBIHO-



CHUBIIUMCS HA I'PYIIIOBBIC 3aHATHS.

5. OHEHOYHBIE CPEJICTBA 11O JUCHUIIJIMHE
5.1.11osicHuTEILHAA 3aNMHCKA
B cootBerctBum ¢ TpeboBanusmu @I'OC BO mno cnenumanpHOCTH DKOHOMHUYECKass Oe3orac-

HOCTb IUIs MPOBCACHUA TCKYIICTO KOHTPOJIA YCIICBACMOCTH U HpOMC)KYTOqHOﬁ arrecraquu JUCHUIIN-
Hbl «H(popManoHHas 6€30MacHOCTh» pa3paboTaHbl OLICHOYHbIE CPEICTBA MO JAAHHON AMCLMILIUHE,
SIBJISTFOIIAECS HEOTHEMIIEMOHM YacThi0 Y4eOHO-METOJAMYECKON ee NOKyMEHTAllUd B paMKax peanusye-
Mot OCHOBHO# 00pa30BaTEILHON MPOrPAMMBI.
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5.2. OneHoOYHBIE CPEACTBA MPOMEKYTOYHOM aTTECTAIMIO MO AUCHUIIHHE
dopMoi TPOMEKYTOUHON aTTECTAIIMHU IO TUCIUILIUHE ABJISeTCS — qudPepeHImpoBaHHbIN 3a-

Bonpocks! 115 mpoBeieHusI NpOMEXXYTOUYHOM aTTeCTAI[UU:

[TpuHIMMIBI TOCTPOEHUS MWU(GPOB C CUMMETPUYHBIM KitouoM. [ngpsl 3ameHsI.
IIpumeHeHne paclIiupeHHOro alropuTMa EBKinia a1 pacuera CEKpETHOrO KJIF04a B aIrOpUTME
RSA.

CrniocoObl opraHu3anuy ceKpeTHol cBs3u. Llenu u 3amaun 3ammTel HHGOPMALIKK.

ITakeT nporpamm «Kpunros-mudposanue»; apxuBHoe MUGPOBAHUE U €T0 PeaTu3aLysl.
Kpunronorusi. OCHOBHbIE TOHATHS.

ITakeT nporpamm «Kpunron-mudposanue»; cereBoe MUPpOBaHUE U €T0 peaTr3ariys.
Artaku Ha mmdp. Buasl atak Ha mudp.

Anroput™m Jludpdu-Xemmana.

Cuctema cexpetHol cBsi3u lllenHoHa. AGCOMIOTHO CTOMKUIM M YCIIOBHO CTOMKHMA MM (PHI.
Anroput™m mmdpobanus RSA.

[udps! nepecTaHOBKH.

bunapHbIil anroput™ BO3BEAECHUS B JUCKPETHYIO CTEMEHb IO MOIYJIIO.

IToctpoeHue 6;10YHBIX HIMPPOB CHMMETPUUHOTO NIM(PPOBAHUS.

OUII u cxeMa ee MpaKTUYECKON peain3aIiu.

udp ¢ ynpapasieMbIMHI 110ICTAHOBKAMHU.

AJTropuTM OpraHM3ali CEKPETHOM CBsI3U 0€3 OImyOIMKOBaHUS KITFOUEH.
Urepanonnsie 0104nble mudpel. Kpunrocxema deiicrens.

Ceprudukarus OTKpHITHIX Kitouel. CepTUHUKAIMOHHBIN IIEHTP.

Pexumbl mudposanus 6mounbix mudpos. Pexxum CDC u ero cBoiicTsa.
Xom-pyHKIUS: Ha3HAUYEHHE, TPeOOBAHMsI, CBOMCTBA.

Pexum mmdposanus OFB u ero cBoiicTsa.

Xomi-¢pynkuus no 'OCT P 34.41-94, ctpykTypHas cxema; onucaHue paboThl.

Pexum mmdposanust CFB u ero cBoiicTBa.

udps! ¢ ynpasiseMbIMA IEPECTAHOBKAMH.

Anroput™ mmmdposanus 'OCT 28147-84.

CMmapT-KapThl; UX CBOMCTBA.

ITaket «Kpunron-mudposanue». KiroueBbie cxeMbl M0JIb30BATENS U UX IPUMEHEHHUE.
Tuns! ayrenTudukannu napopmanuu. [Iporokon ayrenruduxanuu Kerberos.

5.3. Texkyuuii KOHTPOJIb yCIIEeBAEMOCTH

Texymuii KOHTPOJIb YCIIEBAEMOCTH 00YYaroIIMUXCs M0 AUCHUIUIMHE IPOBOAUTCA B (GopMe KOH-

TPOJIBHBIX MepOHpHHTHﬁI TPEHUPOBOYHOI'O TCCTUPOBAHUS, BBIITIOJIHCHUS ITPAKTUYCCKUX 3aJaHuM.

AXTUBHOCTB 06yqa10meroc;[ Ha 3aHATHAX OLCHHUBACTCSA HAa OCHOBEC BBIIIOJTHCHHBIX pa60T " 3a-

JAaHUH, TpelyCMOTPEHHBIX paboueil mporpammoil nucuuiuiHbel. OOydaromiemycsi, MpOIyCTHBILEMY



IMPAKTUYCCKUC 3aHATHA, HGO6XOI[I/IMO BBITIOJITHUTH 3aaHUsl CaMOCTOATCIIBHO U 3alllUTUTh WX BBIIIOJIHEC-
HUC niepc] NpCoJaBaTCIIEM IMPAKTHUICCKUX 3aHATHUH.

5.3.1. TecToBbl€ 3a1aHUS 110 TUCUHUIJIMHE (IPUMeEPbI)

HaszBanue TeMbl [Tpumep Tecta
JTUCIATLTAHBI
OcHOBHbIE
TIOHSTHS U [TomTrKa 6€30MACHOCTH — 3TO COBOKYITHOCTH HOPM, TIPABHJI M METOJ/IOB, Ha OC-
OTIpE/ICTICHUSI B | HOBE KOTOPBIX CTPOUTCS paboTa MH(POPMAIIMOHHON CUCTEMBI B 00JIaCTH
JTAHHOU BriOepute XOTsI ObI OAWH OTBET.
obnactu .
| a. OLEHKU KPUTUYHOI uHpopmanuu -
¥ | b. oGpawmenus kputiaHoii uHpopmaumu ¥
- C. pacmpe/eneHnus KpUTUIHON HH(popMma-
1708
| d. ananuza kpuTUIHON MHPOpMAITUU
7 €. XpaHeHUs KPUTUIHON HHPOpMaIH
00630p
OCHOBHBIX NHxeHepHO-TeXHIUECKHE MEPhl 00eCTIeUeHUsT O€30IMaCHOCTH 0AHKOBCKHUX MH-
TEXHOJIOT U (hOopMalMOHHBIX CUCTEM BKJIIOYAIOT:
3aIIUTHI Bri0epuTe XOTsI ObI OWH OTBET.
nHGOPMAITMOHH .
a. CpenctBa GU3NYECKO 3aIIUTH KOMITBIOTEPHBIX CH-
BIX CHCTEM v
cTeM
b. YcrpoiicTBa mpenoTBpaIieHus MOXUIEHUS TEXHUKU
v 13 HH()OPMAIIMOHHBIX IICHTPOB
v i( AnmapaTtHbIe Cpe/ICTBA KPUMNTOTPAPUIECKOMN 3alUTHI
- d. PernaMeHnTanus Bcex TEXHOJIOTHUECKHUX MPOIIECCOB
X
r €. Mepbl (U3UIECKO 3alTUThl KOMITBIOTEPHBIX CHCTEM
X
3amuTa oT Kaxkue 13 ykazaHHBIX Ka4eCTB HE UMEIOT OTHOIICHUSI K MOHUTOPY OOpalieHmii?
BUPYCOB Bribepure X0Ts OBl OJIMH OTBET.
| a. [Tomxora *
| b. Bepudunupyemocts ~




v (‘:{ DyHKIIMOHATBHOCTh
™ d. M3onupoBaHHOCTH

v e. Hesapucumocts ¥

MexcereBble
DKpaHbI MeskceTeBO# 9KpaH BBHIIOIHSET (QyHKIIUN
Bribepute 0JJMH OTBET.

a. Hp606pa3OBaHI/I$I HCKOTOPLIX 3JICMCHTOB II€pCaaBac-
MBIX AabIX

v

— b. ouncTku HCKOTOPBIX 3JICMCHTOB IIEPpCAaBaCMbIX IaH-
HBIX

- C. IOIIOJIHCHUS HCKOTOPLIX 3JICMCHTOB, IICPCAaBaACMbIX
JaHHBIX

Bupryanbnsie
YacTHEIE CETH 3amuTa uH(OpMAaIMH B Ipoliecce ee nepeaaydn no Tynuento VPN ocHoBaHa Ha
BBITIOJTHEHUH CIIEAYIOMUX (DYHKIIAM:

Bribepute XOTs Obl OAMH OTBET.

v a. ayTeHTU(PHUKAINS B3aUMOJICHCTBYIOIINX CTOPOH v

b. IMPOBEpPKa NOAJIMHHOCTH U HEJIOCTHOCTU JOCTABJIAC-

v b
MOl uHQOpMaITIH.

C. pa3pelICHNE WIH 3alpelleHUE JATbHEHUIIEH Mepe1adn
JAHHBIX

=

5.3.2. Kputepun oueHuBaHus pe3y/IbTaTOB 00y4eHHs N0 JUCHUIIIMHE:

3HaHUs, YMEHUS U HaBBIKM OOYYarOMIUXCS TPU MPOMEXKYTOUHOM KOHTpoJe B (opme mudde-
PEHLUMPOBAHHOIO 3a4eTa OMNPEHCISIIOTCA OLEHKAMH «OTIMYHO», «XOPOLIO», «YIOBIECTBOPUTEIHLHO,
«HEYOBJIETBOPUTEIIHHOY.

1. «OTnuyHO» — OOydarouuiicss TTyO0KO U MPOYHO YCBOUI BECh IPOrPaMMHBIN MaTepHual, uc-
YEepHbIBAOLIE, MTOCIIEI0BATEIBbHO, TPAMOTHO U JIOTUYECKH CTPOMHO €ro M3JIaraeT, HE 3aTPyIHSETCS C
OTBETOM IIPU BHJIOM3MEHEHUU 3aJ]aHHsl, CBOOOTHO CTIPaBIsEeTCs C 3a1a4aMi M MPAKTUYECKUMU 33]IaHU-
SIMH, TIPaBUJILHO OOOCHOBBIBAET MPHUHSATHIE PEIICHHS, YMEET CaMOCTOSATENIbHO 0000IIaTh W M3Jaratb
MaTepua, He JOIMyCKas OIIHUOOK.

2. «Xopo11o» — 0o0y4JaroImuics TBEpA0 3HAET MPOrpaMMHBIA MaTepHuall, [PaMOTHO U IO CyIlle-
CTBY M3JIaraeT €ro, He JAOMYCKAET CYLIECTBEHHBIX HETOYHOCTEHN B OTBETE HA BOIIPOC, MOXKET MPABUIIBHO
NPUMEHSTh TEOPETHUECKUE TIOJIOKECHUS U BIIaJIeeT HEOOXOIUMBIMU YMEHUSIMH M HAaBBIKAMHU TPU BbI-
MOJIHEHUH MPAKTUYECKUX 3aJaHUH.

3. «Y IOBIETBOPUTEIIBHO» — O0YUaIOIIUIACS YCBOMI TOJIbKO OCHOBHOM MaTepuall, HO HE 3HAET
OTJIEBbHBIX JIETANCH, JOMyCKaeT HETOYHOCTH, HEJIOCTATOYHO MPaBHIbHBIE (OPMYITUPOBKH, HApyIIaeT
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MOCIIE0BATEIBHOCTh B M3JI0KEHUH MPOrPaMMHOTO MaTepualia U UCTIBITHIBAET 3aTPYAHEHUS B BBIMOJ-
HCHUU NNPAKTUYICCKUX 3a,Z[aHI/II7I.

4. «HeynoBaeTBOPUTEIbHO» — OOYYaIOIIHMICS HE 3HACT 3HAYUTEIHLHON YacTH MPOTrPaAaMMHOTO
Marcpuraia, 10IyCKacT CyIICCTBCHHBIC OIJ_II/I6KI/I, C 60.HBH_II/IMI/I 3aTPYAHCHUSAMU BBIMIOJIHACT MPAKTUYC-
CKHeE 3aJlaHusl, 33/1a4U.

6. YYAEBHO-METOJNYECKOE U UHOPOPMAIMOHHOE OBECHEYEHHME JIUC-
OUITJIMHBI

IIpn MoOAroTOBKE K 3aHATHAM W IS BBIIIOJIHEHUS WHAMBUIYAJIBHBIX 3aJaHUM CICIYET UCIOJIb-
30BaThb PEKOMEHAYEMbIE UCTOUHHUKY JIMTEPATYPBI 110 JaHHOMY KypCy, B TOM YMCJIE HOPMATUBHBIE J10-
KyMeHTHI. [Ipy NOArOTOBKE K 3aHATHUAM CII€yeT BOCIOJIb30BAaThCS HE TOJIBKO YUYEOHUKAMHU U yueOHBbI-
MU MTOCOOHSIMU, IPUBEACHHBIMU B CIIUCKE OCHOBHOM M JIOTIOJIHUTENFHON PEKOMEHIyeMOM JTUTepaTyphl,
HO TaKXXe NEPUOAUYECKUMH U3AAHUAMU.

6.1. OcHoBHas qUTEpaTypa

1. OcHOBBI HH(POPMAITMOHHOW 6€30MAaCHOCTH : Y4eOHUK A CTyAeHTOB By30B / B. FO. Poro3us,
N. b. l'anymikun, B. K. HoBukos, C. b. BenpeB. — Mocksa : FOHUTHU-JIAHA, 2017. — 287 ¢. —
ISBN 978-5-238-02857-6. — TekcT : »JIeKTpOHHBIH // DnekTpoHHO-OmOmMoreuHas cucrema IPR
BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/72444 .html

6.2. lonotHUTEIbLHAS JTUTEPATypPa

1. Cadonona, JI. A. DxoHOMHUYECKHE aCMIEKTHl HH()OPMAIIHOHHON 0€30MacHOCTH : y4eOHOE Mo-
coowme / JI. A. CadonoBa. — HoBocubupck : CuOMPCKUiA TOCYTapCTBEHHBI YHUBEPCUTET TEICKOMMY-
HUKamii 1 nHpopmatuku, 2019. — 97 ¢. — TekcT : 37AEKTPOHHBIN // DAEKTPOHHO-OMOIMOTEYHAs CH-
crema IPR BOOKS : [caiiT]. — URL: https://www.iprbookshop.ru/90606.html

2. ®omuH, [I. B. MadopmarmonHas 6€300acHOCTD : y4eOHO-METOIMYECKOe TOCOOHE MO TUCIIH-
wmHe «MHpopmMannonHas 6e30MacHOCTbY» IS CTYJACHTOB SKOHOMHUYECKUX CIEIHATbHOCTEH 3a0UHON
¢dopmbl o0yuenus / . B. @omun. — Caparos : By3osckoe oo6pazoBanue, 2018. — 54 c. — ISBN 978-
5-4487-0298-3. — TekcT : 37eKTpOHHBIN // DnekTpoHHo-0nbmmoreynas cucrema IPR BOOKS : [caiiT].
— URL: https://www.iprbookshop.ru/77320.html

3. Banuna, M. @. 3ammra nHpopMau 1 KOHTPOJIb TaHHBIX B JoKyMeHTax Microsoft Office :
yueOHO-MeTonudeckoe mocooue / M. @. Banuna. — MockBa : MOCKOBCKUN TEXHUYECKHI YHUBEPCHU-
TeT cBsi3u M nHpopmaTuku, 2018. — 58 ¢. — Tekcr : AMeKTpoHHBIH // DIEKTPOHHO-ONOINOTEYHAs CH-
ctema [PR BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/92460.html

7. MIEPEYEHb PECYPCOB MH®PMAIIMOHHO-TEJEKOMMYHUKAIITMOHHON
CETU «<MHTEPHET», HEOBXOJUMbIX JJIs1 OCBOEHUS JUCIHUTIIJINHBI
http://www.consultant.ru/ — CnpaBouno-npaBoBasi cuctema Koncynprantlltoc
http://www .knigafund.ru/ — DBC «Kuura®onm»
http://www.cbr.ru/ — Odpunmansusiii caiit [{b PO
www.expert.ru — OdunuanbHbIN calT KypHana « IKCIepT»
http://nacfin.ru/ — HammonansHoe areHTcTBO (puHAHCOBBIX wucciuenoBanui (HADU) pazgen
«AHanmuTHKa»
www.edu.ru — Poccuiickuii o6pa3oBarenbHblid mopTal
www.iet.ru — MHCTUTYT SKOHOMUKH MIEPEXOAHOTO Meproia
http://www.gks.ru — Odunmansasiii caiit PocctaTta
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8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JJUCHUIIJINHBI

OOyuaronuiecss 00€CTIeYNBAIOTCS AOMOHUTENBHBIM Pa3aTOYHBIM MATEPUAIIOM K JICKITHOHHBIM
U MPAKTUYECKUM 3aHATUSM B BUJE: METOJIMYECKUX PEKOMEHIAIMM K 3a/1a4yaM U Keiicam; MakeToB aHa-
JUTHYECKUX TaOJHUI, TpapHKOB; CXeM aJITOPUTMOB YIPABICHUECKOTO MPOIlecca Ha MPEIPUITUN; CTa-
TeW MO aHAIN3Y YIPaBICHYECKUX PEIICHUH.

1. JIeKunMoHHBIE 3aHATHS:

a) KOMIBIOTEpHas ayauTopus (Kjiacc), OCHaImEHHAss COBPEMEHHBIMH KommbioTepamu ¢ O3V
He MmeHee 2 I'b, xxectkuit auck He meHee 200 I'b, goctynom B JIOKalbHYIO KOPIOPAaTUBHYIO CETh
MBMU u untepHer,

b) mpe3eHTanMOHHAs TEeXHUKA (MyJIbTUMEIUNHBIA NMPOEKTOP WU TEJICBU3MOHHAS TMaHEIh C
napaMmeTrpamu He HKe 720x576 nukcenei/ aronm),

C) JOCKa ayIUTOPHAS AJIs HAMUCAHUS (PIOMACTEPOM,

d) maketsr mporpammuaoro odecrneuenus (I10) obmiero Haznauenus (CucTeMHOE MPOTpamMM-
Hoe obecnieuenue. OnepannonHas cuctema Microsoft Windows Professional,; ITaker opucHbIx mnpu-
noxxenuit Microsoft Office;IIpunoxenne s co3gaHus U MPOCMOTPaA JICKTPOHHBIX MyOJIMKAIM B
¢dopmate PDF ),

e) crnermanuzupoanHoe [10 mns mocryna k EamHo# smekTpoHHOM 00pa3oBaTeNbHOM cpefe
HNHcTutyTa, cCienuanu3upoBaHHbIC MPOTPAMMEI IJIsi KOHKPETHBIX 3a71a4 U KEHCOB.

2. [IpakTrueckue 3aHsITHS:

a. pabodee mMecTo mpemnogaBartelss (CTOJ, CTYJ), OCHAIIEHHOE KOMITBIOTEPOM C JOCTYIIOM B
JOKAJIbHYI0 KopropaTuBHylo cetb MBU u MHTepHET, NOAKIIOYEHHOE K MYJIbTUMEIUNHOMY IPOEK-
TOpPY WIN TEJIEBU3MOHHOM MaHENH, ¢ YCTAHOBICHHBIM CHEIHAIbHBIM MPOTPaMMHBIM 00ecledeHHEM
Ui foctyna K EnuHoii anekTpoHHoi oOpa3oBaTenbHoM cpene MHcTUTyTA.

b. mocka ayauTopHas s HanmucaHus GoMacTepom,

c. pabouue MmecTa OOydaroUUXcsl (CTONBI ayIUTOPHBIE, CTYJbsl ayJAWTOPHBIEC), OCHAILICHHbIE
KOMITBIOTEPAMH C JAOCTYIIOM B JIOKaJbHYIO KOpHopaTuBHylo ceTb MBUW u mHTEpHET, ¢ ycTaHOBJIECH-
HBIM CIIELMAIbHBIM IIPOrpaMMHBIM oOecreueHreM ais Aoctyna Kk Ennnoil snekTpoHHOM 00pa3oBa-
TenbHOU cpene MHcTUTyTA.
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[Tpunoxenue 1
MeTtoauyeckue yKazaHusl K NPAKTHYECKUM 3aHATUAM
Lenp BbIMOTHEHUS MPAKTUUECKUX 3aJaHuil o nucruiuinie « MHdopmannonHas 6€30MacHOCTbY —
npruoOpeTeHne MPaKTUYECKUX HaBBIKOB 3aIIUTHI HHPOPMALIUH.
BoinonHenue npakTuyeckux 3aaHuil TpeOyeT OT o0ydarolerocs MmpelBapUTebHOTO H3yUeHUs
y4eOHOI ¥ Hay4YHOI JIUTEpaTyphl U MPOYUX WH(POPMALMOHHBIX UCTOYHUKOB, B TOM YHCIIE NEPHOAUYE-

CKUX u3/1anuii 1 UHTepHET-pecypcoB.

[lepedyeHb TeM NPAKTUYCCKUX 3aHITHI MPEJCTABICH B HUKEIPUBEICHHOM TaOIHUIIE.

HazBanue TeMbl yueOHOM TUCIUTUTMHBI

IlepedeHb TEM NPAKTUYECKUX 3aHATUN

[TocranoBka 3aga4n oOecrieueHUs
MH(POPMALIMOHHOM 0€30MaCHOCTH

Mertoapl U cpencTBa 3aUThl HHGOpMaIUn

OCHOBHBIE TOHSITUS U OTIPENICTICHNS B JAHHOU
oOnactu

Meroauka orieHKH ypOBHS HHGOPMAIIMOHHON
0e30MmacHOCTH

Crangaptsl HHOOPMAITMOHHON 0€301TaCHOCTH

QYHKINOHAIBHBIE BO3MOKHOCTH ITPOTrPaMMBbI
GNUPT

O0630p OCHOBHBIX TEXHOJIOTHH 3aITUTHI
MH(POPMALIMOHHBIX CUCTEM

OcHoBHBbIE XapakTepuctuku MCD

3anmra OT BUPYCOB

CpaBHenue poccuiickux VPN

MexceTeBble 3KpaHbl

OIIT Ha ocHOBe anroputma Dmb-I"amans

BupryanbHbsle 4acTHBIE CETH

Anroputmsl {uddu-Xemmmana n Xumna

OCHOBHBIE METO/IbI KPUIITOT papuueCcKoit
3aUTHI

Kpunroanann3 CHMMETPUYHBIX U aCHMMETPHY-
HBIX MH(POB.

AJTOPUTMBI TOCTPOEHUSI COBPEMEHHBIX MIN(POB
C CHMMETPUYHBIMU ¥ aCHMMETPHUYHBIMH
KIIIOYaMHU

Anroput™msl muppoBaHUS.

Bo3M0OXHOCTH TPUMEHEHHSI METO/I0B
kpurnrrorpadun 17151 obecrneueHns 6€30MacHOCTH
WIEKTPOHHBIX IIATEKEN

Kpunroananus xam-QyHKuui

TpebdoBanus K 0()OpMIIEHUIO 0TYETA MO MPAKTHYECKOM padoTe.

OtueT noKeH OBbITh BBIIOJHEH B MAIIMHONMCHOM BAapHAHTE B COOTBETCTBMU C HOPMAaTHUBHBIMHU
TpeOOBaHUAMH K OQPOPMIICHHIO HAYUYHO-HUCCIIEOBATENILCKUX OTYETOB. PekoMeH 1yeMblii 00beM paboTh
— 5-15 nevatabix auctoB. Criocod odopmnenus: 12-14 xernb, Times New Roman. Cnada — nedaTHbIN
BapUaHT Ha JucTax ¢popmara A4 ¢ 0JHON CTOPOHBI.

OTueT 0 BBIOJHEHUH CAMOCTOSATENILHOW PabOThl MPEACTABIAETCS 00yYalOUIMMCS B CPOK, CTPOTrO
COOTBETCTBYIOIIUI KalleHIapHOMY Tpaduky yuyeOHOro mpoliecca JaHHOM TUCIMILIMHBL. B mepuon 3k-
3aMEHALlMOHHOM CECCUM OTYET HA IIPOBEPKY HE NPUHUMACTCH.

[Ipu BO3BpaTe MPOBEPEHHOM, HO HE 3aUYTEHHOM pabOThl 0OYUAIOLINIICS TOJKEH BHECTH UCTIPaBIIe-
HUSl B COOTBETCTBUM C 3aMEUaHMAMHU NpENoAaBaTels U nepenarb paboTy Ha MOBTOPHYIO NPOBEPKY.
[Ipu otnpaBke pabOTHI HA TOBTOPHYIO MPOBEPKY 00s3aTENbHO MPEACTABIATh PA0OTy C YKa3aHHBIMHU B
MEepPBbINA pa3 3aMeYaHUSIMH.

OTueTsl, npencTaBiieHHbIE 0e3 COOMI0ICHHs YKa3aHHBIX MTPABUJII, HA IIPOBEPKY HE TPUHUMAIOTCS.
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[Tpunoxenue 2
MeToanuyeckne yKa3aHusl K CAMOCTOATEIbHOM padoTe 00yyaromuxcst
Ilens camocTosaTenbHON paboThl Mo aucHuIuiHe « MHpOpMannonHas 6€30MacHOCThY — 3aKpe-
IMUTHb TCOPCTUYCCKUC 3HAHUA U TPAKTUUICCKHUC HABBIKU B 06HaCTI/I 3alIUThI I/IHq)OpMaI_[I/II/I.
CamocTodaTenbHas pabdoTa IpeanojiaraeT M3y4eHHEe HOPMATUBHBIX JOKYMEHTOB, T€OpeTHYe-
CKYIO TIOJITOTOBKY, HalUCAHUE 3cce WK pedepara, IOATOTOBKY K TECTUPOBAHUIO.

[lepeyeHpb TeM I CAMOCTOSATENIbHOM pabOThI MPEACTABICH B HI)KEIIPUBEICHHOM TabuIle.

Ha3Banue TeMbl yueOHOM TUCIIMIUINHBI [TepedyeHs caMmOCTOATENIbHON PAaOOTHI
[TocranoBka 3aaun obecneueHus: HHHOPMAITOHHOMN Teopernyeckas MOAroTOBKA, 3¢Ce
0€30MacHOCTH
OCHOBHBIE TIOHATHS U OTIPEICJICHUS B TaHHOH 00JacTu TeopeTnueckas MOAroTOBKa, ICCe
Cranyaptel HHGOPMALIMOHHOM 0€30MacHOCTH TeopeTnueckas MOArOTOBKA, ICCE
0O0630p OCHOBHBIX TEXHOJIOTU 3aLTUTHI Teopernueckasi MOAroTOBKa, 3cce
MH(POPMALIMOHHBIX CUCTEM
3amuTa OT BUPYCOB Teopernueckasi MOAroTOBKa, 3¢ce
MexceTeBble 3KpaHbl Teopernueckasi mOAroTOBKa, 3cce
BupryaibHble YacTHBIE CETH Teopernueckas NOAroTOBKA, 3cCe
OCHOBHBIE METO/IBI KPUIITOTPA(PUUIECKOM 3aIIUTHI TeopeTtnueckas MoAroToBKa, Icce
ANTOpPUTMBI TOCTPOEHUSI COBPEMEHHBIX ITHU(PPOB € TeopeTnueckas MoAroTOBKa, ICCe
CUMMETPUYHBIMHU Y ACUMMETPUYHBIMHU KIIFOUaMU
Bo3MmoxxHOCTH puMeHeHus: MeTo10B Kpuntorpaduu ans | TeopeTudeckasi mOArOTOBKA, 3CCe
obecriedyeHnst 6€30MaCHOCTH ANEKTPOHHBIX IIATEXEH

TpeOoBaHusi K 0()OPMIICHUIO OTYETA M0 CAMOCTOSATEJILHOM padoTe

OTueT 10/KeH OBITh BBIIIOJHEH B MAIMHOMMCHOM BApHAHTE B COOTBETCTBUM C HOPMaTUBHBIMU
TpeOOBaHUAMH K OPOPMIICHHIO HAYYHO-HUCCIIEOBATENILCKUX OTYETOB. PekoMeH 1yeMblii 00beM paboThI
— 5-15 nevatapix auctoB. Criocod odopmnenus: 12-14 xkernb, Times New Roman. Cnada — nedaTHbIN
BapHaHT Ha JucTax ¢popmara A4 ¢ 0JHOU CTOPOHBI.

OTueT 0 BBINOJIHEHUH CAaMOCTOSITEIbHON pabOThI IPEACTABIAETCS 00yYatOLUIMMCs B CPOK, CTPO-
r0 COOTBETCTBYIOIIMH KaJeHJapHOMY TpaduKy yueOHOro mpolecca JaHHOW JUCHUIUIMHBEL B mepuon
9K3aMCHALIMOHHOM CECCUU OTYET Ha MPOBEPKY HE IPUHUMAETCSI.

[Ipu Bo3BpaTe MpOBEPEHHOM, HO HE 3aYTEHHON PadOTHI 0OYYAIOLIHIICA JOKEH BHECTH UCTIPaB-
JIEHHsl B COOTBETCTBHUHU C 3aMEUYAHUSAMU IPENOAABaTENs U NepeaaTb paboTy Ha MOBTOPHYIO MPOBEPKY.
[Ipu otnpaBke pabOTHl HA TOBTOPHYIO MPOBEPKY 00s3aTENbHO MPEACTABIATh PA0OTy C YKa3aHHBIMHU B
MEePBbIN pa3 3aMeYaHUSIMH.

OTueTsl, IpeaCTaBIeHHbIE 0€3 COOMIOICHHS YKa3aHHbIX MPaBHJI, HAa IPOBEPKY HE NMPHUHUMAIOT-
csl.
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Tembl dcce

Haspanwne TeMul JAUCHUITIIMHBI

IIpumep Tem scce

ITocTtanoBKa 3amaun
obecrieucHuUs
nH(}OpPMAITMOHHON
0e30IMacHOCTH

KomnbioTepHast mpecTyNnHOCTh B 3apyOeKHOM 3aKOHOJATENIbCTBE
KommnbroTrepHast mpecTymHOCTh B POCCHICKOM 3aKOHOJATEIbCTBE
Ilepconanbubie nanHbie U MMHTEpHET

3amura 6a3 JaHHBIX

OCHOBHBIE IOHATHSA U
ONPEACIICHUS B TAHHOMN
oOactu

MexayHapoaHble CTaHIapPThl HHOOPMAITMOHHOW 0€30MMacHOCTH
Poccuiickue cranaapTsl HHGOPMAIIMOHHON 0€301acHOCTH
[Tonutrka nHOOpMAITMOHHOW 0€30IMaCHOCTH OpraHU3aIuN
Obecnieuenue 0€30MaCHOCTH ONEPAMOHHBIX CUCTEM

Crangaptsl HHOOPMALIMOHHON
0€e30I1acCHOCTH

be3onacHOCTh (PYHKIIMOHUPOBAHUSA MEKIYHAPOJHOW CHCTEMBI
SWIFT

MouenHnuecTBo B cetu MHTepHeT

IIpombIIIEHHBIN MITHOHAXK B ceTH HTEpHET

KoukypeHnTHas pa3Beaka B cetu HTepHET

[Tonutrka nHGOpMaAIIMOHHOM 0€30MMaCHOCTH OpraHU3aIuu
[TpoGiembl coOMI0IeHNsI aBTOPCKUX TpaB B ceTu MHTepHET
ObecneueHue NpaBoBOil OXpaHbl KOMIIBIOTEPHBIX MPOTrpamMm

O030p OCHOBHBIX TEXHOJIOTUI
3aIIUThl HH(OPMAITMOHHBIX
CUCTEM

AJNTrOpuUTM OpraHM3allMid CEKPETHOW CBA3M 0Oe3 OmyOJMKOBaHUS
KIIFO4EH

HtepanronHsie 6;104HbIe UG PHI

Kpunrocxema @encrens

Ceprudukanus OTKpbITHIX KIH0Uen

CepruduKaioHHBIN IEHTP

3amura oT BUPYCOB

[Tpumenenue pacupeHHoro anropurma EBkiamnma ais pacuera
CEKpETHOro Kitoya B airoputMe RSA
CnocoObl OpraHu3aluu CEKPETHOM CBS3H

MexceTeBble SKpaHbl

be3omacHOCTE 001aYHBIX BEIYUCICHUN

buometpuueckas ayTeHTU(UKALINS [TOJIb30BATENSA

[TpaBoBOE peryIupoBaHue IEKTPOHHOTO JOKYMEHTO000pOTa
[TepconanbHbie nanubie U MHTEpHET

3amura 6a3 JaHHBIX

3amuTa HHQOPMAIIUH B COITUANBHBIX CETAX

BupTtyanbHble yacTHbIE CETH

Pexxumpl g poBaHus 0JIOYHBIX MIHGPOB
Pexxum CDC u ero cBOMCTB
Pexum mudposanust OFB u ero cBoiicTBa

OCHOBHBIE METOJIBI
KpUNTOrpaUueCKOM 3aIuThI

[Taket nporpamm «Kpunron-mudpoBanue»
ApxuBHOE MU(POBAHUE U €TO peATU3aALIMS
KpunTosnorusi: OCHOBHbIE TOHSITHSL

AJITOPUTMBI TOCTPOCHUS
COBPEMEHHBIX MHU(PPOB C
CUMMETPUYHBIMU U
ACUMMETPUYHBIMU KJIIOYAMHU

CeteBoe mmppoBaHUE U €TO PeaTNU3aIHS
Buner atak Ha mmdp

Bo3M0oXXHOCTH TpUMEHEHUS
METO0B KpunTorpaduu Jyis
obecrieueHus 6€30MacHOCTH
IEKTPOHHBIX ILIATEKEH

Xom-GyHKIUS: Ha3HAYeHUE, TpeOOBaHHUs, CBONCTBA
Meronsl kpunrtorpadguu ans obecriedeHus: 0E30MacHOCTH 3JIEK-
TPOHHBIX TUIATEXEH
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